
SMART CONTRACTS AUDIT 

VULNERABILITY ANALYSIS



We are OXORIO — a team of hackathon geeks that believes
in the power of decentralization.

We specialize in providing unparalleled security and privacy
solutions for blockchain-based projects: 
high-quality smart contract audits and vulnerability analysis,
and penetration testing. 

Our expertise in smart contract security audits and zk-
SNARKs-based solutions has made us a leading provider in
the industry.

ABOUT US
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WE ARE TRUSTED BY LARGE PROJECTS

Private
audits

Pentesting
Vulnerability

analysis 
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SMART

CONTRACT

AUDITS

Audit Methodology

Audit reports

How does it work
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AUDIT METHODOLOGY

Our smart contract security audits follow a rigid process, aiming to find even the
most creative and obscure vulnerabilities, exploits, and loopholes in protocol logic. 

Our process includes:
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Extensive Manual Code Review

Identification logical flaws 

Vulnerability Analysis and Detection
(e.g., reentrancy, gas limit, flash loan attacks, etc.).

Detect inconsistencies with the
desired security model

Verification of the fixed code version
with all the recommendations and
their statuses
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AUDIT REPORTS

Going beyond industry standards, we provide value
to developers and the wider community by including
understandable context and risk information.

Our audit reports outline all of the logical errors,
inconsistencies, and vulnerabilities discovered during
the audit and recommendations for how to fix them.
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VISIT OUR GITHUB TO SEE A FULL LIST OF AUDITED CONTRACTS

LEVEL AMOUNT

CRITICAL

MAJOR

WARNING

INFO
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https://github.com/oxor-io/public_audits


HOW DOES IT WORK

CONTACT

Send us the scope, dates,
and project details

ESTIMATE

We agree on the price
and the deadline

AUDIT

We start the 
auditing process

FIXES

Your team fixes 
the issues

 

FINAL REPORT

We examine your fixes, update,
share and publish the final report

We send the preliminary
report to your team

PRELIMINARY REPORT
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VULNERABILITY

ANALYSIS 

AND

 PENETRATION

TESTING >>
Infrastructure Vulnerability Analysis

Penetration Testing

Bug bounty c onsulting

Ongoing Security Monitorin g
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 VULNERABILITY ANALYSIS

Our team of experts has a deep understanding of the latest security threats and
trends in the web3 space, and we are dedicated to staying up-to-date with the
latest technologies and best practices.  Our services include:
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Perform a
comprehensive
review of your
infrastructurere to
identify any potential
security
vulnerabilities.

INFRASTRUCTURE
VULNERABILITY
ANALYSIS

Use simulated attacks
to test the strength of
your infrastructure,
providing you with a
thorough report of
any vulnerabilities and
recommendations for
improvement.

PENETRATION 
TESTING

Help you organize
the entire bug
bounty process from
platform selection 
to recommenda tions
for fixing
vulnerabilities found.

BUG BOUNTY
C ONSULTING

Ongoing monitoring
of your infrastructure
to ensure that any
new vulnerabilities
are detected and
addressed in a timely
manner.

ONGOING
SECURITY
MONITORIN G



OXOR.IO WEI@OXOR.IO @OXORIO

SECURE YOUR PROJECT NOW
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mailto:wei@oxor.io
https://t.me/oxorio

